
 

Topic:   Petition for Adoption, Amendment, or Repeal of a State 
Administrative Rule – Customer Consent for Electronic 
Storage of Personal Information  

Date:     November 9, 2022 

Presented by:   Jeff Kildahl, Policy and Rules Coordinator 

 
Background  
 
On September 29, 2022, John Kingsbury submitted a petition for adoption, amendment, 
or repeal of a state administrative rule. The petition requests that the agency create a 
new administrative rule to require I-502 licensed cannabis retail stores to secure prior, 
affirmative consent from customers before electronically storing their personal information 
in a point of sale data scanning and storage system.  
 
In the rule petition, John Kingsbury stated: 
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Issue  
 
Whether the Board should initiate the rulemaking process to consider creating a new 
WAC section or rule amendment that would require cannabis retail licensees to obtain 
customer consent before storing the customer’s personal information electronically in a 
point of sale data scanning and storage system. 
 
Authority  
 
Laws 
 
RCW 19.255.010 explains the notification requirements following security breaches of 
personal information by businesses.  
 
RCW 69.50.342(1)(a) authorizes the Board to adopt rules regarding “[t]he equipment and 
management of retail outlets and premises where cannabis is produced or processed, 
and inspection of the retail outlets and premises where cannabis is produced or 
processed”. 
 
RCW 69.50.342(1)(b) authorizes the Board to adopt rules regarding “[t]he books and 
records to be created and maintained by licensees, the reports to be made thereon to the 
board, and inspection of the books and records”. 
 
RCW 69.50.357(3)(a) requires that “[l]icensed cannabis retailers must ensure that all 
employees are trained on the rules adopted to implement this chapter, identification of 
persons under the age of twenty-one, and other requirements adopted by the board to 
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ensure that persons under the age of twenty-one are not permitted to enter or remain on 
the premises of a retail outlet.”  
 
RCW 69.50.475 identifies penalties for the sale of cannabis products to persons under 
the age of twenty-one. 
 
Rules 
 
WAC 314-55-150 contains regulations explaining what forms of identification are 
acceptable to verify a person’s age for the purpose of purchasing cannabis. Subsections 
(1)(a) through (1)(e) designate the following forms of acceptable identification:  
 

(a) Driver's license, instruction permit, or identification card of any state, or province 
of Canada, from a U.S. territory or the District of Columbia, or "identicard" issued 
by the Washington state department of licensing per RCW 46.20.117; 

(b) United States armed forces identification card issued to active duty, reserve, and 
retired personnel and the personnel's dependents, which may include an 
embedded, digital signature in lieu of a visible signature; 

(c) Passport; 
(d) Merchant Marine identification card issued by the United States Coast Guard; and 
(e) Enrollment card issued by the governing authority of a federally recognized Indian 

tribe located in Washington, if the enrollment card incorporates security features 
comparable to those implemented by the department of licensing for Washington 
driver's licenses. 

 

WAC 314-55-080(3)(a) requires a retail cannabis licensee holding a medical cannabis 
endorsement to “[f]ollow all rules adopted by the department of health regarding retail 
sale of medical cannabis”. 

DOH WAC 246-71-100(3) provides that information from medical authorization forms 
“cannot be retained by the endorsed outlet or entered into other manual or electronic data 
collection or point of sale systems unless required by law or expressly authorized in 
writing by the patient or designated provider”. 
 
DOH WAC 246-71-100(4) provides that “[r]ecognition cards cannot be retained by an 
endorsed outlet, and may only be copied by the endorsed outlet when required by law”. 
 
Analysis  
 
In Washington, adult use cannabis products may only be sold to retail customers who are 
at least twenty-one years of age. In order to observe this age restriction and prevent sales 
to those not of legal age, cannabis retail licensees must verify that customers who enter 
retail cannabis premises are at least twenty-one years of age. Retail licensees must, 
under RCW 69.50.357(3)(a), “ensure that persons under the age of twenty-one are not 
permitted to enter or remain on the premises of a retail outlet”. Retail cannabis licensees 
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are subject to the penalties in RCW 69.50.475 if they have sold cannabis products to 
persons under the age of twenty-one.  
 
Verifying that a customer is of legal age is the only customer identification requirement 
that retail cannabis stores must follow. All retail licensees are required under RCW 
69.50.357(3)(a) to train employees to recognize people who are under the age of twenty-
one. When a customer’s age is in question, retail licensees may accept a number of 
government-issued identification cards for age verification. The acceptable forms of 
identification for purchasing cannabis are listed in WAC 314-55-150, including driver’s 
licenses and state-issued identification cards, military identification, passports, Merchant 
Marine identification cards, and enrollment cards issued by the governing authority of 
federally recognized Indian tribes located in Washington. Some of these types of 
identification cards feature embossed barcodes that can be scanned at the merchant’s 
point of sale data system to confirm that the customer’s age was checked during sales of 
age-restricted items such as liquor, tobacco, vaping products, cannabis, and firearms.  
 
In his petition, Mr. Kingsbury requests the creation of a new administrative rule that would 
require cannabis retailers to display privacy policy signage and privacy policy information 
clearly in the premises, and would restrict retailers or their vendors from storing a 
customer’s information without prior consent. Mr. Kingsbury asserts that “stores are 
scanning customer IDs upon entry in order to verify identification and age, but then also 
retaining that personal information for marketing purposes without informing customers 
that is what they are doing, and without receiving customer consent”. Mr. Kingsbury does 
not provide supporting documentation that personal information is retained for marketing 
purposes.  
 
Mr. Kingsbury states that private information related to cannabis purchases could restrict 
an individual’s privileges related to firearm ownership.  He also states that rules are 
needed because door monitors who check the identification of customers at cannabis 
retail stores “never know” what the retailers’ privacy policies are concerning the retention 
of customer information. 
 
In a follow up email received by LCB on October 13, 2022, Mr. Kingsbury clarified his 
petition request with the following: “My intent was not to require prior, affirmative consent 
for scanning IDs for the purpose of verification of age, or for purposes related to DOR or 
DOH requirements, but rather to require prior, affirmative consent for storage of that 
information for marketing purposes.” 
 
Point of sale data systems that scan a customer’s identification are used widely and 
legally in retail stores to establish the age of customers for age-restricted products. 
Government issued identification cards are used widely and legally in retail stores to 
establish a customer’s identity in situations such as when customers apply for credit, write 
a check, or use credit cards. In the event of a data breach involving personal information, 
RCW 19.255.010 explains what businesses must do to notify the customer when security 
breaches occur. 
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In practical terms, the requested rule would prevent licensed cannabis retail stores from 
retaining customer information without the agreement of the customer. If a customer 
objected to the privacy policy, the customer’s information could not be retained. In order 
to monitor compliance with the requested rule, Enforcement and Education officers would 
have the investigative challenge of confirming that any customer whose information is 
included in a retail licensee’s electronic records had consented to the privacy policy of the 
retailer. This type of enforcement activity is outside of the LCB’s scope and expertise, and 
would require additional resources if undertaken. 
 
It should be noted that in addition to concerns surrounding storage of customer 
information, Mr. Kingsbury also asks for confidentiality of medical recognition card 
information. The petition states that “[p]atient DOH registry identification cards should 
never, ever, ever, ever be used to retain personal information for marketing purposes, or 
for any reasons other than to verify a patient’s status, and for purposes dictated by DOH 
and DOR”.   
 
The storage and use of medical recognition card information is currently regulated by the 
Washington State Department of Health and is restricted under RCW 69.51A.230 and the 
Department of Health’s WAC 246-71-100(3) and (4). Any of the retail cannabis licensees 
holding a medical cannabis endorsement must, under LCB rules in WAC 314-55-
080(3)(a), “[f]ollow all rules adopted by the department of health regarding retail sale of 
medical cannabis”. 
 
Divisional, Interagency, Intergovernmental, DEIB, Social Equity and Other Impacts 
 
Divisional  
 
Licensing  
 
The requested rule would include requirements that are outside the agency’s scope and 
expertise. 
 
Enforcement & Education 
 
In order to investigate compliance with the requested rule, Enforcement and Education 
officers would have to establish conclusively that any customers appearing in a retail 
licensee’s electronic records had consented to the privacy policy of the retailer. Examining 
customer information in a store’s records for proof of customer consent is outside of the 
LCB’s scope and expertise, and would require additional resources. 
 
Finance 
 
The requested rule could have a fiscal impact for enforcement resources, additional 
training, and officers.  
 
Information Technology/Infrastructure 
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The requested rule could have a potential internal information technology or infrastructure 
impact related to compliance or enforcement resources, and could have licensee 
information technology or infrastructure impact as well.  
 
Public Health/Prevention  
 
The requested rule would not have clear impact on Public health and Prevention. 
Cannabis stores must always check identification when a customer’s age is in question. 
Like other retail businesses that must do so, it doesn’t matter whether the identification is 
scanned electronically or checked manually by store employees. If a customer does not 
want their identification scanned, then the person at the door or cashier would have to be 
prepared to check the identification manually.  
 
Interagency  
 
Department of Health (DOH) 
 
Although DOH rules are in place to ensure the confidentiality of personal information 
related to medical recognition cards, the requested rule would only affect storage of 
information gathered from other acceptable forms of customer identification. 
 
Labor & Industries 
 
The requested rule does not appear to have any impact on Labor & Industries because it 
does not pertain to worker safety, medical care or financial health for injured workers, 
protecting workers age, hours, or breaks, or protecting the public from unsafe work or 
economic hardship. 
 
Intergovernmental  
 
Tribes 
 
The requested rule does not appear to have any impact to tribes.   
 
DEIB, Social Equity  
 
The requested rule could have the effect of narrowing access to cannabis retail stores for 
persons who may have barriers to providing informed consent to a privacy policy, reduced 
access to government issued identification, or who might otherwise feel deterred from the 
premises. 
 
Conclusion  
 
While it is important to protect the personal information of customers, many types of 
businesses, including cannabis stores, must be able to confirm the age of customers by 
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checking government issued identification cards. The requested rule would have the 
effect of requiring licensed cannabis retail stores to display their individual privacy policy 
information on the premises and to obtain customer consent before retaining and storing 
personal information. In order to monitor compliance with the requested rule, the agency 
would have the additional duty of examining electronic business records of cannabis 
retailers and reviewing any private customer information found in those records. The 
requested rule, and the additional compliance activity that would be required to enforce 
the rule, are outside of the LCB’s scope and expertise.  
 
Additionally, the confidentiality of customer medical recognition card information is not 
regulated by the LCB, but instead is regulated by the Washington State Department of 
Health under the Department of Health’s WAC 246-71-100(3) and (4). Although these 
confidentiality rules are under the Department of Health authority, cannabis retail 
licensees must also follow the rules. Any of the retail cannabis licensees holding a medical 
cannabis endorsement must, under LCB rules in WAC 314-55-080(3)(a), “[f]ollow all rules 
adopted by the department of health regarding retail sale of medical cannabis”. 
 
Recommendation  
 
Based on all of the above information and analysis reasons described above, Director’s 
Office staff recommend that consistent with RCW 34.05.330(1)(a), the Board deny John 
Kingsbury’s rule petition request, received on September 29, 2022. 
 

Board Action 

 

After considering the recommendation of Director’s Office staff, the Board accepts/denies 
the petition for rulemaking received from John Kingsbury on September 29, 2022.   

 

_____ Accept  _____ Deny            ______________________      ________ 

                                                        David Postman, Chair                   Date 

 

_____ Accept  _____ Deny            ______________________          ________ 

                                                        Ollie Garrett, Board Member        Date 

 

_____ Accept  _____ Deny            ______________________          ________ 

                                                        Jim Vollendroff, Board Member       Date 
Attachments  
 

1. Email from John Kingsbury received September 29, 2022, containing rule petition.  
2. Agency reply sent September 29, 2022 
3. Clarifying email from John Kingsbury received October 13, 2022 
4. Laws and Rules cited under the “Authority” section above. 



From: John Kingsbury
To: LCB DL Rules
Subject: petition for rulemaking: customer information and privacy
Date: Thursday, September 29, 2022 9:27:10 AM
Attachments: retention of customer information rulemaking petition.pdf

External Email

Please see attached petition for rulemaking.

Thank you. 

John Kingsbury

Attachment 1

mailto:ajkingsbury@hotmail.com
mailto:rules@lcb.wa.gov
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PETITION FOR ADOPTION, AMENDMENT, OR REPEAL  
OF A STATE ADMINISTRATIVE RULE 


In accordance with RCW 34.05.330, the Office of Financial Management (OFM) created this form for individuals or groups 
who wish to petition a state agency or institution of higher education to adopt, amend, or repeal an administrative rule. You 
may use this form to submit your request. You also may contact agencies using other formats, such as a letter or email. 


The agency or institution will give full consideration to your petition and will respond to you within 60 days of receiving your 
petition. For more information on the rule petition process, see Chapter 82-05 of the Washington Administrative Code (WAC) 
at http://apps.leg.wa.gov/wac/default.aspx?cite=82-05.


CONTACT INFORMATION (please type or print)


Petitioner's Name 


Name of Organization


Mailing Address


City State Zip Code


Telephone Email


COMPLETING AND SENDING PETITION FORM 


• Check all of the boxes that apply. 


• Provide relevant examples. 


• Include suggested language for a rule, if possible. 


• Attach additional pages, if needed. 


• Send your petition to the agency with authority to adopt or administer the rule. Here is a list of agencies and 
    their rules coordinators: http://www.leg.wa.gov/CodeReviser/Documents/RClist.htm. 


 


INFORMATION ON RULE PETITION


Agency responsible for adopting or administering the rule: 


1. NEW RULE - I am requesting the agency to adopt a new rule. 


The subject (or purpose) of this rule is:


The rule is needed because:


The new rule would affect the following people or groups: 



http://apps.leg.wa.gov/rcw/default.aspx?cite=34.05.330

http://apps.leg.wa.gov/wac/default.aspx?cite=82-05

http://www.leg.wa.gov/CodeReviser/Documents/RClist.htm
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2. AMEND RULE - I am requesting the agency to change an existing rule.                                      


List rule number (WAC), if known:


I am requesting the following change:


This change is needed because:


The effect of this rule change will be:


The rule is not clearly or simply stated:


3. REPEAL RULE - I am requesting the agency to eliminate an existing rule.                                                      


List rule number (WAC), if known:


(Check one or more boxes)


It does not do what it was intended to do. 


It is no longer needed because:


It imposes unreasonable costs:


The agency has no authority to make this rule:


It is applied differently to public and private parties:


It conflicts with another federal, state, or local law or 
rule.  List conflicting law or rule, if known: 


It duplicates another federal, state or local law or rule.  
List duplicate law or rule, if known: 


Other (please explain):







John Kingsbury 


 


1. NEW RULE - I am requesting the agency to adopt a new rule 


 The subject (or purpose) of this rule is: 


− To require that 502 stores secure prior, affirmative consent from customers before 


electronically storing their personal information for any reasons not strictly related 


to verification of age.  (Retaining information with the promise to then delete shall 


not be acceptable). 


− To require signage at the point of entry, and at any location within the store where 


ID’s may be scanned, that informs the customer that the store has a practice of 


scanning IDs  and retaining electronically information on IDs for marketing purposes, 


and that consent to retain personal information is not required and depends upon 


prior customer consent.   


− A document that explains the store’s privacy practices, and the privacy practices of 


the vendor of the scanning and storage system, must be made available near the 


scanning area. 


− Patient DOH registry identification cards should never, ever, ever, ever be used to 


retain personal information for marketing purposes, or for any reasons other than to 


verify a patient’s status, and for purposes dictated by DOH and  DOR. 


 


 The rule is needed because: 


− Currently, it is common practice that stores are scanning customer IDs upon entry in 


order to verify identification and age, but then also retaining that personal 


information for marketing purposes without informing customers that is what they 


are doing, and without receiving customer consent. 


− Ask an employee working the door what the privacy policy is concerning the 


retention of customer information, and they never know.  


− Several federal courts have been clear and consistent that use of cannabis affects an 


individual’s rights to own and carry firearms.  Identifying an individual as a consumer 


of cannabis, especially if that information remains unprotected, or is transferred to 


data brokers, could threaten his or her gun rights.  


− Medical status. A qualified patient’s buying habits in a cannabis store could identify 


their medical status as a cannabis patient.  A patient should never unknowingly give 


their medical information to some dude scanning IDs in a weed store without their 


prior, affirmative consent, and without access to some information about the 


privacy practices of the store and the vendor of the scanning equipment.  Protection 


of medical information is a pretty fundamental concern.  


 


 The new rule would affect the following people or groups: 







 


 


− Medical cannabis patients 


− Any other customers of 502 stores 


− Store managers or owners who think it is ethical and appropriate to scan IDs and 


retain that information for whatever purpose they decide.  
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PETITION FOR ADOPTION, AMENDMENT, OR REPEAL  OF A STATE ADMINISTRATIVE RULE 

PETITION FOR ADOPTION, AMENDMENT, OR REPEAL  OF A STATE ADMINISTRATIVE RULE (RCW 34.05.330) 

In accordance with RCW 34.05.330, the Office of Financial Management (OFM) created this form for individuals or groups who wish to petition a state agency or institution of higher education to adopt, amend, or repeal an administrative rule. You may use this form to submit your request. You also may contact agencies using other formats, such as a letter or email.

The agency or institution will give full consideration to your petition and will respond to you within 60 days of receiving your petition. For more information on the rule petition process, see Chapter 82-05 of the Washington Administrative Code (WAC) at http://apps.leg.wa.gov/wac/default.aspx?cite=82-05.

Description/instruction for filling out form

CONTACT INFORMATION (please type or print)

CONTACT INFORMATION (please print)

COMPLETING AND SENDING PETITION FORM

· Check all of the boxes that apply.

· Provide relevant examples.

· Include suggested language for a rule, if possible.

· Attach additional pages, if needed.

· Send your petition to the agency with authority to adopt or administer the rule. Here is a list of agencies and

    their rules coordinators: http://www.leg.wa.gov/CodeReviser/Documents/RClist.htm.

 

COMPLETING AND SENDING PETITION FORM

INFORMATION ON RULE PETITION

INFORMATION ON RULE PETITION

1. NEW RULE - I am requesting the agency to adopt a new rule. 

1. NEW RULE - I am requesting the agency to adopt a new rule. 

State Seal

2. AMEND RULE - I am requesting the agency to change an existing rule.                                      

2. AMEND RULE - I am requesting the agency to change an existing rule.                                                                  

3. REPEAL RULE - I am requesting the agency to eliminate an existing rule.                                                      

3. REPEAL RULE - I am requesting the agency to eliminate an existing rule.                                                      

(Check one or more boxes)

(Check one or more boxes)

It does not do what it was intended to do. 

It does not do what it was intended to do. 

		Page 1: 

		Petitioner's Name: John Kingsbury

		Name of Organization: 

		Mailing Address: 120 State Ave NE, #307

		City: Olympia

		State: WA

		Zip Code: 98501

		Telephone Number (include Area Code): 

		Enter Email Address: ajkingsbury@hotmail.com

		Agency responsible for adopting or administering the rule:: WSLCB

		1. NEW RULE - I am requesting the agency to adopt a new rule. Checkbox: 1

		The subject (or purpose) of this rule is: Checkbox: 1

		The subject (or purpose) of this rule is:: See attached sheet. 

		The rule is needed because: Checkbox: 1

		The rule is needed because:: See attached sheet. 

		The new rule would affect the following people or groups: Checkbox: 1

		The new rule would affect the following people or groups: : Customers and customer-patients of 502 stores.

		Print Form: 

		2. AMEND RULE - I am requesting the agency to change an existing rule.   Checkbox: 0

		List rule number (WAC), if known:: 

		I am requesting the following change: Checkbox : 0

		I am requesting the following change:: 

		This change is needed because: Checkbox: 0

		This change is needed because:: 

		The effect of this rule change will be: Checkbox: 0

		The effect of this rule change will be:: 

		The rule is not clearly or simply stated: Checkbox: 0

		The rule is not clearly or simply stated:: 

		3. REPEAL RULE - I am requesting the agency to remove an existing rule.  Checkbox: 0

		List rule number (WAC), if known:: 

		It does not do what it was intended to do. Checkbox: 0

		It is no longer needed because: Checkbox: 0

		It is no longer needed because:: 

		It imposes unreasonable costs: Checkbox: 0

		It imposes unreasonable costs:: 

		The agency has no authority to make this rule: Checkbox: 0

		The agency has no authority to make this rule:: 

		It is applied differently to public and private parties: Checkbox: 0

		It is applied differently to public and private parties:: 

		It conflicts with another federal, state, or local law or rule.  List conflicting law or rule, if known:  Checkbox: 0

		It conflicts with another federal, state, or local law or rule.  List conflicting law or rule, if known: : 

		It duplicates another federal, state or local law or rule.  List duplicate law or rule, if known: Checkbox: 0

		It duplicates another federal, state or local law or rule.  List duplicate law or rule, if known: : 

		Other (please explain): Checkbox: 0

		Other (please explain):: 
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PETITION FOR ADOPTION, AMENDMENT, OR REPEAL  
OF A STATE ADMINISTRATIVE RULE 

In accordance with RCW 34.05.330, the Office of Financial Management (OFM) created this form for individuals or groups 
who wish to petition a state agency or institution of higher education to adopt, amend, or repeal an administrative rule. You 
may use this form to submit your request. You also may contact agencies using other formats, such as a letter or email. 

The agency or institution will give full consideration to your petition and will respond to you within 60 days of receiving your 
petition. For more information on the rule petition process, see Chapter 82-05 of the Washington Administrative Code (WAC) 
at http://apps.leg.wa.gov/wac/default.aspx?cite=82-05.

CONTACT INFORMATION (please type or print)

Petitioner's Name 

Name of Organization

Mailing Address

City State Zip Code

Telephone Email

COMPLETING AND SENDING PETITION FORM 

• Check all of the boxes that apply.

• Provide relevant examples.

• Include suggested language for a rule, if possible.

• Attach additional pages, if needed.

• Send your petition to the agency with authority to adopt or administer the rule. Here is a list of agencies and
their rules coordinators: http://www.leg.wa.gov/CodeReviser/Documents/RClist.htm.

INFORMATION ON RULE PETITION

Agency responsible for adopting or administering the rule: 

1. NEW RULE - I am requesting the agency to adopt a new rule.

The subject (or purpose) of this rule is:

The rule is needed because:

The new rule would affect the following people or groups: 

John Kingsbury

120 State Ave NE, #307

Olympia WA 98501

ajkingsbury@hotmail.com

WSLCB

See attached sheet.

See attached sheet.

Customers and customer-patients of 502 stores.

Print Form
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2. AMEND RULE - I am requesting the agency to change an existing rule.

List rule number (WAC), if known:

I am requesting the following change:

This change is needed because:

The effect of this rule change will be:

The rule is not clearly or simply stated:

3. REPEAL RULE - I am requesting the agency to eliminate an existing rule.

List rule number (WAC), if known:

(Check one or more boxes)

It does not do what it was intended to do. 

It is no longer needed because:

It imposes unreasonable costs:

The agency has no authority to make this rule:

It is applied differently to public and private parties:

It conflicts with another federal, state, or local law or 
rule.  List conflicting law or rule, if known: 

It duplicates another federal, state or local law or rule.  
List duplicate law or rule, if known: 

Other (please explain):



John Kingsbury 

1. NEW RULE - I am requesting the agency to adopt a new rule

� The subject (or purpose) of this rule is:
 To require that 502 stores secure prior, affirmative consent from customers before

electronically storing their personal information for any reasons not strictly related 
to verification of age.  (Retaining information with the promise to then delete shall 
not be acceptable). 

 To require signage at the point of entry, and at any location within the store where 
ID’s may be scanned, that informs the customer that the store has a practice of 
scanning IDs  and retaining electronically information on IDs for marketing purposes, 
and that consent to retain personal information is not required and depends upon 
prior customer consent.   

 A document that explains the store’s privacy practices, and the privacy practices of 
the vendor of the scanning and storage system, must be made available near the 
scanning area. 

 Patient DOH registry identification cards should never, ever, ever, ever be used to 
retain personal information for marketing purposes, or for any reasons other than to 
verify a patient’s status, and for purposes dictated by DOH and  DOR. 

� The rule is needed because:
 Currently, it is common practice that stores are scanning customer IDs upon entry in 

order to verify identification and age, but then also retaining that personal 
information for marketing purposes without informing customers that is what they 
are doing, and without receiving customer consent. 

 Ask an employee working the door what the privacy policy is concerning the 
retention of customer information, and they never know. 

 Several federal courts have been clear and consistent that use of cannabis affects an 
individual’s rights to own and carry firearms.  Identifying an individual as a consumer 
of cannabis, especially if that information remains unprotected, or is transferred to 
data brokers, could threaten his or her gun rights.  

 Medical status. A qualified patient’s buying habits in a cannabis store could identify 
their medical status as a cannabis patient.  A patient should never unknowingly give 
their medical information to some dude scanning IDs in a weed store without their 
prior, affirmative consent, and without access to some information about the 
privacy practices of the store and the vendor of the scanning equipment.  Protection 
of medical information is a pretty fundamental concern.  

� The new rule would affect the following people or groups:



 Medical cannabis patients 
 Any other customers of 502 stores 
 Store managers or owners who think it is ethical and appropriate to scan IDs and 

retain that information for whatever purpose they decide. 



From: Hoffman, Katherine (LCB)
To: John Kingsbury; LCB DL Rules
Subject: RE: petition for rulemaking: customer information and privacy
Date: Thursday, September 29, 2022 4:34:00 PM

Mr. Kingsbury,

I write on behalf of Jeff Kildahl, LCB’s Policy & Rules Coordinator for cannabis who is temporarily
away from the office today.

Thank you for your petition to adopt, amend, or repeal state administrative rules. 

Your petition was received today, Thursday, September 29, 2022. Consistent with RCW 34.05.330
and WAC 82-05-040, the Board has 60 days after submission of a rulemaking petition to either:

(a) deny the petition in writing, stating (i) its reasons for the denial, specifically addressing
the concerns raised by the petitioner, and, where appropriate, (ii) the alternative means by
which it will address the concerns raised by the petitioner, or

(b) initiate rule-making proceedings in accordance with RCW 34.05.320.

The Board will have until Tuesday, November 29, 2022, to take action as detailed above.

Please reach out to Jeff at jeff.kildahl@lcb.wa.gov if you have any questions or concerns.

Sincerely,

Kathy Hoffman, PhD, MPA
Policy and Rules Manager
Director’s Office
Washington State Liquor & Cannabis Board
katherine.hoffman@lcb.wa.gov
PO Box 43100 Olympia WA 98504-3076
(360) 664-1622 Desk | (360) 764-0608 Mobile

From: John Kingsbury <ajkingsbury@hotmail.com> 
Sent: Thursday, September 29, 2022 9:26 AM
To: LCB DL Rules <rules@lcb.wa.gov>
Subject: petition for rulemaking: customer information and privacy

External Email

Please see attached petition for rulemaking.

Thank you.

Attachment  2

mailto:katherine.hoffman@lcb.wa.gov
mailto:ajkingsbury@hotmail.com
mailto:rules@lcb.wa.gov
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John Kingsbury



From: John Kingsbury
To: Kildahl, Jeff (LCB)
Subject: Re: FW: Microsoft 365 security: You have messages in quarantine
Date: Thursday, October 13, 2022 10:20:23 AM

External Email

Mr Kildahl, 

Thank you for reaching out to me here, and at my "ajkingsbury@hotmail" address.    I sometimes use this address for my
activism work.  In the future, you can write to me at either address, although the ajkingsbury address is more likely to catch
my attention more quickly.

The text is below.  I heard Ms. Hoffman's characterization of my petition, and I felt I should clarify it. 

Thanks for catching that.

'Hi, 
Just to clarify.   I noticed Kathy's mention of my petition for rulemaking regarding the scanning of IDs and storing of
marketing information without prior consumer consent.

Kathy represented that the petition ask for prior consent for the scanning of IDs.from consumers.  That is not quite right.  My
intent was not to require prior, affirmative consent for scanning IDs for the purpose of verification of age, or for purposes
related to DOR or DOH requirements,  but rather to require prior, affirmative consent for storage of that information for
marketing purposes. 

Just to be clear...

John Kingsbury'

On Thu, Oct 13, 2022 at 9:11 AM Kildahl, Jeff (LCB) <jeff.kildahl@lcb.wa.gov> wrote:

Good Morning Mr. Kingsbury,

Did you try to send a message to me? If so, could you try resending it to me?

A message that may be from you was caught in the spam filtering software.

Thanks,

Jeff

Jeff Kildahl

Policy and Rules Coordinator

Washington State Liquor and Cannabis Board

360-480-7960

jeff.kildahl@lcb.wa.gov

Attachment 3
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From: quarantine@messaging.microsoft.com <quarantine@messaging.microsoft.com> 
Sent: Wednesday, October 12, 2022 6:22 PM
To: Kildahl, Jeff (LCB) <jeff.kildahl@lcb.wa.gov>
Subject: Microsoft 365 security: You have messages in quarantine

Review These Messages
1 messages are being held for you to review as of 10/13/2022 12:00:00 AM (UTC).

Review them within 30 days of the received date by going to the Quarantine page in the Security Center.

Prevented phish messages

Sender: homegrow2018@gmail.com

Subject: clarification of petition

Date: 10/12/2022 12:18:30 AM

Review Message Release Block Sender

© 2022 Microsoft Corporation. All rights reserved.

Privacy Statement

Acceptable Use Policy
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�$E��$E���������$H������G��G���E���$�������G�H�E�����#�EE�F$���G�� #���E�#����GJ����H�������E��������I ��$�$������$�E����E�����$�E������G��$��G�KE��������I ��$�$������$�E����E�����$�E������G��$��G�K?�@�T���H�GU���#�EE�F$��#�E#�E�G������ ���F���#�EE�F$����G�#�EE�F$��$E� �����G�� #���$E�����J?�@�T���H�GU���#�EE�F$��#�E#�E�G������ ���F���#�EE�F$����G�#�EE�F$��$E� �����G�� #���$E�����J�����H�U�����H�����#$���J����G�#�$������H$E�G�K�����H�U�����H�����#$���J����G�#�$������H$E�G�K?�@�V�H�E��G���������F$�$�J�����E��G�I ��$�J$E�����$�E����E�����$�E������G��$��G��$E�����H��$#��?�@�V�H�E��G���������F$�$�J�����E��G�I ��$�J$E�����$�E����E�����$�E������G��$��G��$E�����H��$#��#�EE�F$��� ���G$W��$�E�����F��������F�$�����FJ���������G�H�E�����������K#�EE�F$��� ���G$W��$�E�����F��������F�$�����FJ���������G�H�E�����������K?�@�X�� ��G�#��E$�$�E�#�G����E����G�������E��G�I ��$�J$E�����$�E����E�����$�E������G��$��G��$E��?�@�X�� ��G�#��E$�$�E�#�G����E����G�������E��G�I ��$�J$E�����$�E����E�����$�E������G��$��G��$E����������F����$E�#�H��$�E#���$�����������G�H�E���������������E��G��K��������F����$E�#�H��$�E#���$�����������G�H�E���������������E��G��K?�@�Y����G�#�G��������# H�E���������$�$�J������!��!�H�������������G��#G$F���FJ���������G�H�E����?�@�Y����G�#�G��������# H�E���������$�$�J������!��!�H�������������G��#G$F���FJ���������G�H�E����G���E ����G���H$E$H H�����$���J��G���R�G�������# H�E���$�E�G�I $G�H�E���$E�Z��G���E ����G���H$E$H H�����$���J��G���R�G�������# H�E���$�E�G�I $G�H�E���$E�Z��[\>-.>)]-[\>-.>)]-�?�@?�@��?�@?�@��$#�E������G��E���G�I $G����������G����J�U����#��$����������I ��$�J$E�����$�E�̂���G����$�E������G��$��Ĝ��$#�E������G��E���G�I $G����������G����J�U����#��$����������I ��$�J$E�����$�E�̂���G����$�E������G��$��Ĝ�G�#��E$�$�E�#�G��F�#� �����$��$E��GH��$�E�$�����G���$E�����H��$#���#�EE�F$��� ���G$W��$�E�����F���KG�#��E$�$�E�#�G��F�#� �����$��$E��GH��$�E�$�����G���$E�����H��$#���#�EE�F$��� ���G$W��$�E�����F���K?$@�_G�$E��H���J�����E�����������$E��?$@�_G�$E��H���J�����E�����������$E��?$@�	G�#�� G���G���G�$E������G�#��E$�$�E�������$��� ���G$W��$�E���E������ �������I $�H�E������E��G?$@�	G�#�� G���G���G�$E������G�#��E$�$�E�������$��� ���G$W��$�E���E������ �������I $�H�E������E��GI ��$�J$E�����$�E����E�����$�E������G��$��G��$E�������H��$#���#�EE�F$��� ���G$W��$�E�����F���KI ��$�J$E�����$�E����E�����$�E������G��$��G��$E�������H��$#���#�EE�F$��� ���G$W��$�E�����F���K?$$@�Z�#��E$�$�E�������$��G�#��E$�$�E�#�G��K��E�?$$@�Z�#��E$�$�E�������$��G�#��E$�$�E�#�G��K��E�?$$$@�Z�#��E$�$�E������G�$E�����G$��$����_S�#�E#�E�G��$�E��̀ V�#�E#�E�G��$�E���E��_S����̀ V?$$$@�Z�#��E$�$�E������G�$E�����G$��$����_S�#�E#�E�G��$�E��̀ V�#�E#�E�G��$�E���E��_S����̀ VG��$������#�EE�F$��#�E#�E�G������ ���F���#�EE�F$����E��#�EE�F$��$E� �����G�� #������$��F�����G�����G��$������#�EE�F$��#�E#�E�G������ ���F���#�EE�F$����E��#�EE�F$��$E� �����G�� #������$��F�����G��������E����$��$E��I ��$�J$E�����$�E����E�����$�E������G��$��G���������G���$��� ��������E����$��$E��I ��$�J$E�����$�E����E�����$�E������G��$��G���������G���$��� �����?�@�?�@�'�45775839�;1=5361;�B:6237O�5�<123456�45775839�172:;91<17=�<5a�9166�b;:2Q4=9�A3=B�5'�45775839�;1=5361;�B:6237O�5�<123456�45775839�172:;91<17=�<5a�9166�b;:2Q4=9�A3=B�5Nc(�4:7417=;5=3:7�:d�.>)�b1;417=�:;�6199>Nc(�4:7417=;5=3:7�:d�.>)�b1;417=�:;�6199>�_����$#�E����H�J�������G��$����������G�� #������E��#��G���_����$#�E����H�J�������G��$����������G�� #������E��#��G�����I ��$�J$E�����$�E����G����$�E������G��$��G�����I ��$�J$E�����$�E����G����$�E������G��$��G��?�@�?�@�e763417912�b;54=341�:d�<1234371>e763417912�b;54=341�:d�<1234371>�T����E�G���H���J�����G���� E���G������G���$��� ������E��T����E�G���H���J�����G���� E���G������G���$��� ������E�����$E����H��$#���#�EE�F$���E��G��H�E��H�J�����$E����H��$#���#�EE�F$���E��G��H�E��H�J�?�@�M���G��G� E��G��U������$��E�����G�# G���EJ�� H�E��G��E$H����$��������$�H�E���$Ef GJ��$E�$GH$�J�?�@�M���G��G� E��G��U������$��E�����G�# G���EJ�� H�E��G��E$H����$��������$�H�E���$Ef GJ��$E�$GH$�J�����GH$�J����$E���G�����G�#�E�$�$�E����J�$#����G�H�E�����G�����G�$H��$E�GJ��FJ� ������#�EE�F$���G�� #����G����GH$�J����$E���G�����G�#�E�$�$�E����J�$#����G�H�E�����G�����G�$H��$E�GJ��FJ� ������#�EE�F$���G�� #����G

cN0g�B59�637h9�,�ijk�B59�'Q=B17=345=3:7cN0g�B59�637h9�,�ijk�B59�'Q=B17=345=3:7lmnlmn



���������������	
 ��������������

������������������������������ ������!"#$��%���������� ���

�&'�����(�)��&���(�$&��( )�&���$�'*��(�&'�����(�)��&���(�$&��( )�&���$�'*��(+,-�.�#�))�&���(�� ������)��$�$#��$�&��(���$)$&��$�&�����&'�#� (�������(���)�&������������&��+,-�.�#�))�&���(�� ������)��$�$#��$�&��(���$)$&��$�&�����&'�#� (�������(���)�&������������&��$&����������)��$#��� ������#�&&�,$���(�� #���$&����������)��$#��� ������#�&&�,$���(�� #���+/-�0�$� (�����#�)��'��$���� ,��#�$�&��+�-��&��+�-������$����#�$�&�)�'�(�� ���$&�� ���&�$�&��(+/-�0�$� (�����#�)��'��$���� ,��#�$�&��+�-��&��+�-������$����#�$�&�)�'�(�� ���$&�� ���&�$�&��((���#��$�&��������)��$#���#�&&�,$���&��(��)�&��(���#��$�&��������)��$#���#�&&�,$���&��(��)�&��12��� ��('�� ���($�'��.��12��� ��('�� ���($�'��.��34567589:34567589:��&�������#��/�;��/����2.������������;��������������$����<�/������&�������#��/�;��/����2.������������;��������������$����<�/��������#�$�����/�����2��� ��('�� ���($�'��.������#�$�����/�����2��� ��('�� ���($�'��.��3456758:63456758:6����34567589:34567589:����345675896345675896���&�����&��345675834345675834���2.����������2.������������;��������������$������������������#�$������������2��� ��('�� ���($�'��.�������;��������������$������������������#�$������������2��� ��('�� ���($�'��.��34567589:34567589:��&����&��345675896345675896���2.��/���������;��������������$����������/������#�$���/�����/�=�2.��/���������;��������������$����������/������#�$���/�����/�=



���������������	
 ��������������

������������������������������ ������!"#$��%���������� ���

&'(�)*+,-.,.//&'(�)*+,-.,.//(01234516378369:(01234516378369:;�<�=>��?�@��;�<�=>��?�@��*):A+:+)A*):A+:+)A��?�#�?���$>���������B����#�>��$>$>��>�C����>������?���?��>���D��?�#�?���$>���������B����#�>��$>$>��>�C����>������?���?��>���D$��>�$�$�B���$>��?C��$�>����E ��$�D$>�����$�>����>�����$�>������?��$��?���?���!�C����?�C�� B�$#$��>�$�$�B���$>��?C��$�>����E ��$�D$>�����$�>����>�����$�>������?��$��?���?���!�C����?�C�� B�$#�$�#��� ?���$>���#�$�>���?�#��D$>���$�#��� ?���$>���#�$�>���?�#��D$>��;�<�F�����>��?�C ���?���$>�����B����?�#�?�����?�����������$���#���>��?�D��?�������?C$�������GHI;�<�F�����>��?�C ���?���$>�����B����?�#�?�����?�����������$���#���>��?�D��?�������?C$�������GHI�>������$>���>�����?�C�>�����?���> �������?$�D���$�$B$�$�D���?���!��!�C��$�>���>������$>���>�����?�C�>�����?���> �������?$�D���$�$B$�$�D���?���!��!�C��$�>��;J<�� ���?$K��$�>���?C��#�>>���B��?���$>����?�#��$���BD��>��>��?����� �������>��$>��?C��$�>��?�C;J<�� ���?$K��$�>���?C��#�>>���B��?���$>����?�#��$���BD��>��>��?����� �������>��$>��?C��$�>��?�C������?C�#�>>���B��?���$>���BD������>��?����� ������?��>��?���$>�������?�C�> ����?����#�?�>$#�����������?C�#�>>���B��?���$>���BD������>��?����� ������?��>��?���$>�������?�C�> ����?����#�?�>$#�����#����#�$�>��?���$>�����������D���C�� >�����?�E $?���BD������?��!�?����D�� ���?$K���$>��?$�$>��BD��������$�>�#����#�$�>��?���$>�����������D���C�� >�����?�E $?���BD������?��!�?����D�� ���?$K���$>��?$�$>��BD��������$�>��?����$�>������?��$��?��?����$�>������?��$��?�;�<�@�#��>$�$�>�#�?���#�>>���B��?���$>���BD��>��>��?����� �������>��C�D��>�D�B��#��$���BD����;�<�@�#��>$�$�>�#�?���#�>>���B��?���$>���BD��>��>��?����� �������>��C�D��>�D�B��#��$���BD�����>��?����� ��������>�?�E $?���BD������>��?����� ��������>�?�E $?���BD�����LG��� ��?D�� ���?$�D��@��LG��� ��?D�� ���?$�D��@��+M:A.':)N/+M:A.':)N/���G@��O�����J���P��������������$����J�����O������#�$���������OQ���G@��O�����J���P��������������$����J�����O������#�$���������OQ�G@��������O���P��������������$����R������������#�$�����������S�G@��������O���P��������������$����R������������#�$�����������S
TUVW�X7Y�831ZY�,�[\]�X7Y�'̂ 6X5163_76301TUVW�X7Y�831ZY�,�[\]�X7Y�'̂ 6X5163_76301àbàb
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